HNEJATOT'AM Ob HH®OPMAIIMOHHOM BE30ITACHOCTH

Korpaa peus 3axoqut 00 nHGOpMAMOHHON 0€30TaCHOCTH, OOBIYHO MBI HAUMHAEM yMaTh
0 KOMITBIOTEpAX, CETSIX, MHTepHeTe U Xakepax. Ho 1yt oOpa3oBarenbHOM cpeabl mpodbiemMa CTOUT
IIMpE: B OTPaXKICHUH ydyallerocs oT nHpopManuu, KOTopas MOKET HEraTUBHO MOBJIUATH HA €ro
(hopMupOBaHHE U Pa3BUTHE, TO €CTh O MPOTAraHie pa3IMIyHON HAPaBICHHOCTH.

IHonsiTe nHGOpMALMOHHOI 0e30IaCHOCTH

[Mon nHOpMAIOHHOH 0E30MaCHOCTHIO MOHUMAETCS 3AIIMIICHHOCTh WH()OPMAIIMOHHOMN
CHCTEMBl OT CIy4alHOTO WJIM NPEJHAMEPEHHOTO BMEIIATEIbCTBA, HAHOCAIIErO yHiepo
BJIaJI€TIbLIAM WJIM [I0JIb30BATENSIM UH(DOPMALIHH.

Ha npaxTrke Ba)XHEHITUMU SIBJISIFOTCSI TP aclieKTa HH()OPMALIMOHHON O€301MacCHOCTH:

e JOCTYITHOCTh ~ (BO3MOXHOCTb 32  Pa3yMHOE€ BpeMsi HOJIy4UTb  Tpedyemyro
MH(OPMALIMOHHYIO YCIIYTY);

e [IEJIOCTHOCTD (aKTYaJIbHOCTh U HEITPOTUBOPEUYNUBOCTh HH(POPMAIINH, €€ 3alTUILIEHHOCTh OT
pa3pyuieHus] 1 HECAaHKIIMIOHUPOBAHHOTO U3MEHEHHUS);

¢ KOH(UIEHIINATBHOCTD (3alIUTa OT HECAHKIIMOHUPOBAHHOTO MPOUYTEHUS).

Hapymenust 1ocTynmHOCTH, HENOCTHOCTH M KOH(QHUAECHUUATbHOCTH HH(DOpPMAIMH MOTYT
OBbITh BBI3BaHbl PA3IMYHBIMU OMACHBIMH BO3JEHCTBUSAMHU Ha MH(DOPMALIMOHHBIE KOMITBIOTEPHBIE
CUCTEMBI.

OcHoBHBIE YIp0o3bl HH(OPMALMOHHOM 0€30I1aCHOCTH

CoBpemenHasi uHGOPMAIIMOHHAS CHCTEMa MPEACTaBISIET COOOM CIIOKHYI CHCTEMY,
COCTOSIIIYI0 M3 OOJIBLIOTO YHCIIa KOMIIOHEHTOB Pa3JIMYHON CTENEHW aBTOHOMHOCTH, KOTOpPbIE
CBsI3aHBI MKy co00i 1 0OMEHHBAIOTCS NaHHBIMU. [IpakTHYECKH KaXKIblil KOMIIOHEHT MOKET
MOJIBEPTHYThCA  BHENIHEMY  BO3JCHCTBHIO WJIM  BBIUTH K3  CcTpos. KommoHEHTHI
aBTOMAaTU3UPOBAHHOM MH(DOPMALIMOHHON CUCTEMBI MOXKHO Pa30UTh Ha CIIEIYIONINE TPYIIIIbI:

Annapamusle cpedcmea. DTO KOMIIBIOTEPhl M MX COCTaBHbIE 4YacTu (IIPOLIECCOPHI,
MOHUTOPBI, TEPMUHAJIBL, IEpUEpUiHbIE YCTPONUCTBA — IPUHTEPBI, KOHTPOJUIEPHI, KaOeu, INHUU
CBSI3U U T.J1.);

Ilpozpammnoe obecneyenue. 310 NpUOOPETEHHBIE MPOTPAMMBbI, UCXOJHbIE, OOBEKTHBIE,
3arpy304Hble MOJYJHU; OIEPallMOHHBbIE CHCTEMBbl M CHCTEMHBIE MPOTpamMMbl (KOMIHJIATODSI,
KOMITOHOBILIUKH U JIP.), YTUJIUTHI, IUarHOCTUYECKHE POTrPaMMBbl U T.11.;

/Jlannwvle, XpaHuMble BPEMEHHO U MOCTOSIHHO, Ha JMCKaX, (DI3IIKax, MedaTHbIe, apXUBHI,
CUCTEMHBbIE KypHAJIbI U T.]I.;

Ilepconan. Ilonp3oBaTenu, CHCTEMHbIE aIMUHUCTPATOPBI, TPOTPAMMUCTHI U JIP.

OnacHble BO3JCUCTBUS Ha KOMIIBIOTEPHYIO HH(GOPMALMOHHYIO CHUCTEMY MOXHO
MOAPA3JEIUTh Ha CIydallHble U IIpEAHAMEpPEHHbIE. AHaJIM3 OIbITa IPOECKTHPOBAHMS,
U3TOTOBJICHUSI W S3KCIUTyaTallMd HMH(OPMAIMOHHBIX CHCTEM I10Ka3bIBaeT, YTO HH(POpPMALUL
IIOABEPracTCs pa3jauvHbIM CIydaiHbIM BO3JECHCTBHAM HA BCEX 3TallaX LIMKJIA KU3HU CHUCTEMBI.
[TprunHaMu ciyyaifHbIX BO3AECHCTBUI NPH IKCILUTyaTallUN MOTYT OBbITh:

e aBapuUitHbIE CUTYAIMH U3-3a CTUXUMHBIX OEICTBUI U OTKIIOUYEHU IEKTPONUTAHNUS;

e OTKa3bl ¥ cOOM anmaparypsl;

e OLIMOKM B IPOTPAaMMHOM 00€CIIeUeHHH;

e OLIMOKM B paboTe MepcoHana;

¢ [IOMEXH B JIMHUAX CBSA3U U3-3a BO3JECHUCTBUI BHEIIHEW CPEBbL.

[IpenHamepeHHble BO3AECWCTBUS — OTO LIEJICHANPABJIEHHbIC IEHCTBUS Hapywurend. B
KaueCTBE HapYyLIUTENd MOTYT BBICTYNATh CIIYXKAIlMM, [OCETUTENb, KOHKYPEHT, HAEMHHK.
JleicTBUS HAPYIIUTENS MOTYT OBITh OOYCIIOBIIEHBI PA3HBIMU MOTHBAMH:

¢ HEJIOBOJIbCTBOM CJIYKAILIETO CBOEU Kapbepou;

e B3STKOM;



e JII00OIBITCTBOM;
e KOHKYPEHTHOH 00pbO0Ii;
e CTPEMJIEHUEM CAMOYTBEPAUTHCS 000N LEHOM.

MO’KHO COCTaBUTh THIIOTETUYECKYIO MOJEIH MOTEHIIUAILHOTO HAPYITUTEIS:

e KBaTM(PUKALKS HAPYLIIUTEIS HA YPOBHE pa3pabOoTUMKa JaHHOW CHCTEMBI;

® HAPYIIHUTCICM MOXKET 6I)ITI), KaK IOCTOPOHHEC JIMIO, TaK U 3aKOHHBIN I10JIE30BAaTEIb
CUCTEMBI;

e HAPYIIUTEIIO U3BECTHA UHPOPMALIUS O IPUHIIUIIAX PAOOTHI CHUCTEMBI;

e HAapYIIUTENb BbIOMpaeT Haubosee caaboe 3BEHO B 3alllUTE.

Haubonee pacnpocTpaHeHHbIM M MHOTOOOpPa3HBIM BHJIOM KOMIBIOTEPHBIX HapyIIEHUMN
SIBJISIETCS] HECAHKIIMOHUPOBAHHBIN A0CTyM. HeCaHKIIMOHUPOBAHHBIN TOCTYIT UCTIOIB3YET JIF00YI0
OHII/I6Ky B CUCTEMC 3allUThl U1 BO3MOXKCH IIPU HCpAlMOHAJIBHOM BBI60pC CpCACTB 3alIUTHI, UX
HEKOPPEKTHOM YCTaHOBKE M HACTPOMKE.

[IpoBenem kimaccupUKaMIO KaHATOB HECAHKIIMOHHPOBAHHOTO JOCTYMA, MO KOTOPBIM
MOKHO OCYIICCTBUTb XMIICHUC, U3MCHCHHNUEC NI YHHUYTOKCHUC I/IHq)OpMaHI/II/I:

Yepes uenoseka:

o XHUIIICHNE HOCUTENEH HH(pOpMAInu;

e YyTeHHE MH(OPMALIUHU C dKpaHa WK KIIaBUATYPbI;

e YyTeHHE NH(OPMALIUU U3 pacClIeyaTKH.

Yepes npocpammy:

e [IepexBaT Napojeu;

o nemrpoBKa 3amuPppoBaHHON HHOPMAITUH;

e KOMMPOBaHKE UHPOPMAIIUU C HOCUTETIS.

Yepes annapamypy:

e MIOJIKJIFOYEHUE CHENHATBLHO pa3pabOoTaHHBIX allapaTHBIX CPEICTB, 00eCrnedYMBarOMIMX
JOCTYI K HH(POPMAIIHH;

e TiepexBaT MOOOYHBIX AJIEKTPOMArHUTHBIX HW3Iy4EHUIH OT ammaparypbl, JUHUN CBS3H,
CeTei AMEeKTPONUTAHUS U T.J.

Oco00 creayeT 0OCTaHOBUTHCS HA yrpo3ax, KOTOPHIM MOTYT IOJIBEPraThCsi KOMITbIOTEPHbBIE
cetd. OCHOBHAsi 0COOCHHOCTH JTH000N KOMIBIOTEPHON CETH COCTOUT B TOM, YTO €€ KOMITOHEHTBI
pacnpeseneHsl B mpocTpaHcTBe. CBA3b MEXAY y3JaMH CETH OCYHIECTBISIETCA (U3UYECKU C
MOMOIIBI0 CETEBBIX JIMHUW M IPOTPaMMHO C MOMOIIbIO MexaHu3Mma cooOmieHuid. [Ipu stom
YIPaBJISIONINE COOOIIEHUS U JaHHbIE, IEPEChlIaeMble MEX]Y Y3JaMH CETH, IIepeIaloTCs B BUJIE
naketoB oOMeHa. KoMmnbroTepHbIE CETH XapaKTEepPHBI TEM, YTO MPOTUB HUX MPEANPHUHUMAIOT TaK
Ha3bIBa€Mble yJAJICHHbIE aTaku. HapylmuTenb MOXKET HaXOAMUTHCA 3a THICSYH KHJIOMETPOB OT
aTaKkyeMoro oObeKTa, MpU ATOM HAMaJeHUI0 MOXKET MOJBEPrarbCsi HE TOJBKO KOHKPETHBIN
KOMITBIOTEP, HO ¥ HH(OpMALIHs], IEpEJArOIIasiCsl 10 CETEBbIM KaHajlaM CBS3H.

Oobecneuenne nHGPOPMALMOHHOM 0€30MACHOCTH

®opmupoBaHUEe pexuMa HH(YOPMAIMOHHON 0e30macHOCTH — MpolsieMa KOMIUIEKCHAS.
Meps! 10 €€ pEeleHNI0 MOXKHO MOAPa3eNINTh Ha MATh YPOBHEH:
1. 3akonooamenwhwiit. IT0 3aKOHBI, HOPMATHUBHbIE AKThI, CTAHIAPTHI U T.I1.

HopmaTuBHO-TIpaBoBas 6a3a onpeaensonas nopsaoK 3amuTbl HHGOpMaIum:

2. Mopansho-smuueckuii. BceBo3MOXKHbIE HOPMBI TIOBEJCHHS, HECOOIIOIEHUE KOTOPBIX
BeJIET K Ma/ICHUIO MPECTHKa KOHKPETHOTO YeJIOBEeKa WM LIEJI0M OpraHu3alyy.

3. Aomunucmpamuensiii. JlelictBus  o0mero xapaktepa, MNpeANpUHUMAaEMbIe
PYKOBOJICTBOM OpraHu3aluu. TakuMHu JOKYMEHTaMH MOTYT ObITb:

e IpUKa3  pPYKOBOAWTENS O  Ha3HAYCHMM  OTBETCTBEHHOTO 3a  olecredyeHue
nH(pOpPMAIIMOHHOH 0€301MacHOCTH;



e JIOJDKHOCTHBIE OOSI3aHHOCTH OTBETCTBEHHOTO 3a obecrieueHue HHGOPMAIIMOHHOMN
0€30IMacHOCTH;

e TIepeYEeHb 3aIIMIIAEMbIX HH(POPMAITMOHHBIX PECYPCOB U 0a3 JaHHBIX;

e UHCTPYKLUIO, OIPENCIAIONIYI0 TMOPSIOK MPEAOCTaBICHHUS HH()OPMAIMH CTOPOHHUM
OpraHu3aIUsIM II0 UX 3arpocaMm, a TAKKe 10 IMpaBaM JIOCTYIa K Hei COTPYAHUKOB OpTaHU3aIHH.

4. @usuueckuii. MexaHU4YeCKHE, IEKTPO- U IEKTPOHHO-MEXaHUYECKHUE MPETIATCTBUS HA
BO3MOXHBIX ITyTSX TPOHUKHOBEHUS TIOTCHIIUATBHBIX HAPYIIIUTEIICH.

5. Annapammno-npozpammustii (3IEKTPOHHBIE YCTPOMCTBA U CHEIUATBHBIC MPOTPAMMBI
3anIuThl HHQOpPMAIHH).

[IpuHsATHIE MEPBI TIO CO3/IaHUI0 O€30TIaCHOM WH(POPMALIMOHHOM CUCTEMBI B IIKOJIE:

e ObecrieueHa 3aluTa KOMIIBIOTEPOB OT BHEIIHUX HECAHKIIMOHWPOBAHHBIX BO3JEHCTBUI
(KOMIBIOTEPHBIE BUPYCHI, JIOTUYECKHE OOMOBI, aTaK1 XaKepoB U T. [1.)

e YCTaHOBJIEH CTPOTHMH KOHTPOJIb 32 JJIEKTPOHHOW TMOYTOM, OOECIeueH IOCTOSHHBIN
KOHTPOJIb 32 BXOASAUIEN U UCXOIAIIEN KOPPECTIOHICHIIEN.

e YCTaHOBJIEHBI COOTBETCTBYIOIIME AP0 Ha nepcoHanbHbie [TK.

e Vcniosib30BaHbl KOHTEHT-QUIBTPBL, 11 (GUIBTPALIMN CAUTOB MO UX COAECPKUMOMY.

E)II/IHaSI COBOKYIMHOCTh BCEX OTUX MCEP, HAIPABJIICHHBLIX Ha HpOTHBO}ICﬁCTBHe yrposam
0€30MacHOCTH C IENbI0 CBEACHHS K MHUHMMYMY BO3MOXHOCTH yiiepOa, o0pa3yloT CUCTEMY
3aIUTHI.

CHGHI/I&J’II/ICTBI, UMCHOIIIME OTHOHIICHHE K CHCTEMC 3allUuThl JOOJKHBI IIOJIHOCTBIO
IpeaACTaBIATH cebe INPpUHOUIIBEL €€ Q)yHKHI/IOHI/IpOBaHI/ISI U B CiIyda€ BO3HUKHOBCHUA
3aTPYAHUTEILHBIX CHTYallU aJIcKBaTHO HA HUX pearupoBath. [10/1 3a1uToi 10KHA HAXOAUTHCS
BCs ccTeMa 00paboTKu MHGOpPMAITHH.

Jluna, 3aHuMaromuecs obdecrnedyeHueM HHPOPMAIMOHHON 0€30MaCHOCTH, JOJDKHBI HECTH
JUYHYIO OTBETCTBCHHOCTD.

Hagnexxnas cuctema 3amuThl JODKHA OBITH MOJIHOCTHIO MPOTECTHPOBAHA M COTJIACOBaHA.
3amuTa craHoBUTCS Oosee 3(pdekTuBHONW M THOKOH, €clu OHa JOIYCKaeT U3MEHEHHE CBOUX
MapaMeTpoB CO CTOPOHBI AIMUHUCTPATOPA.

B 3akiroueHue CBOEro IOKJIaga XOTEJIOCh Obl JaTh HEKOTOPhIE PEKOMEHIAIUH TI0
opraHu3aru padboTel B MHPOPMAIIMOHHOM IMPOCTPAHCTBE, YTOOBI yOepeub ceOst 1 CBOMX OJIM3KHX
OT UHTEPHET-TIPECTYITHUKOB.

PexoMeHIAMH 110 OPraHU3ANMU PA0OTHI B MH(POPMALMOHHOM NMPOCTPAHCTBE

1. Ilepen HauasioM pabOTHl HEOOXOAMMO YETKO CHOPMYIMPOBATH IIEIb U BOMPOC MOUCKA
nHpOpMaIuu.

2. JKenarenpHO Bpra60TaTb OINTHUMAaIbHBIN AJIrOpUTM TIOUCKa I/IH(bOpMaI_[I/II/I B CCTH
I/IHTepHeT, YTO 3HAYUTCIIBHO COKPATUT BPCMA U CHJIbI, 3aTPAaYCHHBLIC HAa ITOUCK.

3. 3apaHee yCTaHOBUTb BpEeMEHHbIH JIUMUT (2-3 yaca) paboTbl B HMH(OPMAIMOHHOM
IIPOCTPAHCTBE (MPOCMOTp Tenenepesauu, urenue, MHTepHer).

4. Bo Bpems paboTel HEOOXOAMMO JenaTh, nepepblB Ha 5-10 MHHYT JUIs CHSATHSA
(U3NYECKOT0 HAMPSKEHUS U 3pUTEIbHON Harpy3KH.

5. HeobOxomumo 3HaTh 3-4 ynpaXHEHUs sl CHATHS 3PHUTEIBHOTO HANPSIKEHUS H
(U3N4ECKOl yCTaNIOCTH.

6. PaboraTh B XOpOIIIO MPOBETPEHHOM MOMEIICHUH, TIPU ONTUMAILHOM OCBCICHUH U B
yIoOHOH To3e.



7. He crouT 5nerkoMbICIEHHO OOpamarbcsi €O CHaM-NMUCbMaMH M 3aXOJUTh Ha
Hebe3omacHble BeO-CalThl. J{JIsi HHTEpHET-NIPECTYITHUKOB BBl CTAHOBUTECH JIETKOM TOOBIYEH.

8. Ilpu peructpanuu B COLMAIBHBIX CETSAX, HE YKa3blBaliTeé CBOM NEPCOHAIbHBIE JJAHHBIE,
HaIllpuMep: aapec Wid JCHb POXKIACHUS.

9. He ucnonp3yiite B JOTMHE WU IIapoJi€ IEPCOHAIbHbBIC JAHHBIE.

10. Bee 370 1103BOJIIET MHTEPHET-NPECTYITHUKAM IOJIyYUTh JAHHBIE IOCTYIA K aKKayHTam
AIIEKTPOHHOM MOYTHI, a Takke HHPuuupoBath noMamnue [1K 1is BroueHus ux B 00T-ceTh WK
JUIS TOXUIIEHUS] OAHKOBCKUX JIaHHBIX POJUTENEH.

11. Co3naiite coOCTBEHHBIN MPOPHITHL Ha KOMITBIOTEPE, YTOOBI 00€30TIaCUTh HH(HOPMAIIHIO,
XPaHAIIYIOCS Ha HEM.

12. He 3a0b1BaiiTe, yTO (paKThl, 0 KOTOPHIX Bbl y3HaeTe B IHTepHETE, HY’)KHO OYEHb XOPOIIIO
MIPOBEpPUTH, €CIM BBIOYJETE HCIOJIb30BaTh UX B CBOeH jgomaiiHed pabore. llenecooOpasHo
CpaBHUTH TPH HCTOYHHKA WHQPOpPMAIWHU, TPESKIEC YeM PEIINTh, KAaKUM HCTOYHHUKAM MOKHO
JOBEPATb.

13. O gocroBepHOCTH MH(OpPMAIIMHU, MOMEIIEHHOW HA CalTe MOXKHO CYAHUTh MO CaMOMY
caiiTy, y3HaB 00 aBTOpax caifra.

14. Pa3memas wHpopMammio o cebe, CBOMX ONM3KMX W 3HAKOMBIX Ha CTpaHUIIAX
COLIMANIBHBIX CETeH, CIpOCHUTE TMpeABapUTENbHO paspelieHue y TeX, O KoM Oyaer sTa
nHdopmanus.

15. He cnexyet pa3merniaTh Ha CTpaHHIaX BeO-caliToB cBou (oTorpaduu u dotorpaduu
CBOMX OJIM3KUX M 3HAKOMBIX, 32 KOTOPBIE BaM TIOTOM MOYET OBITh CTBIJIHO.

16. CobmromaiiTe mpaBuia STUKH Tpu oOmeHurn B MHTEpHETE: TpyOOCTh MPOBOIUPYET
JIPYruX Ha TaKoe JKe MOBE/ICHHE.

17. Wcnonb3ys B cBoei paboTe maTepwall, B3sAThIA W3 WH()OPMAIMOHHOTO HMCTOYHHKA
(kHura, nepuoauveckas neyaThb, IHTepHET), cienyeT yka3aTh 3TOT UCTOYHUK MHGOPMAIUN WIIN
c/ienaTh Ha HETO CCBhUIKY, €CIIM MaTepuai ObLI BaMH IepepadoTaH.



